cally increased the importance of restraining what PSCs do, within the general issue of the limits of privatization. 5 The two dominant regulatory models prohibit PSCs from engaging in either combat-related or high-risk related activities. The current preference is to bar PSCs only from combat-related functions, like accompanying troops into battle. In contrast, this Article proposes that the limit instead concern what is "high-risk." The two models clash as to the lessons drawn from the killing of dozens of Iraqi civilians in Baghdad at Nisour Square in 2007. 6 Members of the Blackwater Worldwide ("Blackwater") private security firm were escorting a convoy of State Department personnel through Baghdad. At Nisour Square, the Blackwater guards, some of whom claim they faced a threat, opened fire on civilians, killing seventeen Iraqis. Public attention continued as federal prosecutors charged the guards, and the case immediately devolved into procedural wrangling. 7 As one commentator put it, "the fallout from the September 16 shooting by Blackwater guards in Baghdad was as publicly damaging to U.S. efforts in Iraq as was the My Lai massacre in Vietnam."8 Moreover, media coverage resembled that of previous incidents in Iraq involving private contractors 9 such as scandalous interrogation techniques at Abu Ghraib. lO The Nisour Square incident illustrates the difference in the models: no enemy was present in the street, so the PSCs were not engaged in anything like combat, just guarding. On the other hand, that kind of PSC work may well have been "high risk," suggesting that PSC presence was improper. I I Generally speaking, three particular problems are present in the war zone:
(1) safety risks to local nationals that may occur in mobile protecting or convoying; (2) risks of PSC payoffs to the enemy; and, (3) lack of accountability where PSCs are subcontractors or sub-subcontractors.
How should the United States address this problem? The current government rules and policy put an inadequate limit on what the government classifies as inherently governmental, because the government rules merely preclude activity closely linked to combat. I2 Unfortunately, the Department of Defense ("DoD") and the State Department ("State") have twice ducked the need to address the failing of the combat-related model. In 2007, they increased regulation without drawing a strong line to limit the functions of PSCs. In 2009, the Obama Administration made efforts to clarify the limits of PSC activity, 13 but by 2011 had not meaningfully changed the regulatory criteria.
Experience in Iraq and Afghanistan shows that the government should have a stronger limit on PSC activities, precluding "high-risk" functions regardless of whether combat occurs. Many believe the government has incentives, powerful but far from admirable, to use PSCs up to the limit allowed. As one commentator puts it, "[c]ontractor[s'] ... presence dilutes body counts (as contractor fatalities are not officially tallied or publicly announced) .... Their presence also allows the government to avoid politically difficult policy decisions regarding whether to withdraw .... "14 This is not just the story of President Bush in Iraq; it is also the story of President Obama in Afghanistan. 15 Aligning Incentives Against Mass Atrocity, 105 COLUM. L. REv. 1751 (2005) (discussing how to deter atrocities, including those by privatized military companies). 10 See generally Matey Strauss, The Lessons of Abu Ghraib, 66 OHIO ST. L.J. 1269 (2005) (referring to the Bush administration's disregatd of international legal norms, including the Geneva Conventions). 11 The attack in Benghazi, Libya, in late 2012, which resulted in the killing of a U.S. Ambassador and three other Americans, represents another high-risk, but non-combative situation, in which PSCs were employed. The U.S. State Department chose to employ Blue Mountain Group, a "virtually unknown" PSC, rather than the latge firms it usually employs. Blue Mountain in tum hired local Libyans, including some with no prior security training. Tabassum  Zakaria et 16 The Commission's charter included a provision requiring that the Commission look into whether wartime contractors, like Blackwater, performed inherently governmental functions. From 2008-2011 the Commission studied the PSC issue. It conducted two dozen televised hearings, including several devoted to PSCS,17 and made trips to Iraq and Afghanistan to look at contracting in the warzone itself. Notably, the Commission drew attention in its final report to an important but little-known problem: that PSCs in Afghanistan divert funding to the Taliban. 18 This amounts to a major funding source for the enemy l9 and also provides funding for problematic warlords. 20 Part I of this Article discusses the need for a stronger limit on PSCs, based on the U.S. experience in Iraq and Afghanistan. In Iraq, interest in better defining inherently governmental activities started with the use of PSCs during the period of active combat by United States Armed Forces, and continues to the present day, after military drawdown, in which the State Department is using PSCs extensively in place of military support. The Afghanistan experience, involving diversion of funds by the PSCs to the Taliban and the potential for corruption in the Karzai regime is not widely known and warrants attention. Another problem is the attenuated governmental control when, as is common, PSC firms are not prime contractors, but instead are sub-or sub-subcontractors.
Defense Department in Afghanistan actually increased by almost 4,500 in the first quarter this year over last year and totaled almost 19,000 altogether"). 16 Further information on the Commission may be found on its website, http://www.war timecontracting.gov. The Commission has held a number of televised hearings and issued several reports. 17 This expansion took a new form starting in 2003, with the start of the Iraq War. This conflict saw "the corporatization of military service providers that sets them apart" from their predecessors. 26 In other words, the government now turned over to major private firms the handling of warzone operations on an unprecedented scale. Among other aspects, the federal government privatized some of its own security needs to PSCs. The government also outsourced some of the logistical and construction support for its military, and private companies engaged in such work outsourced their own large security needs to PSCS.27
In Iraq, starting in 2003, DoD and State created an expansive new role for PSC firms. Of the estimated 180,000 contractor employees serving in Iraq at the peak of U.S. military operations in the mid-2000s, up to 30,000 were armed security contractors, "who carry guns and perform quasi-mili- This myopic decision necessitated the broad freedom of activity given to firms like Blackwater. The New York Times stated in a 2010 front-page story that "documents sketch, in vivid detail, a critical change in the way America wages war: the early days of the Iraq war, with all its Wild West chaos, ushered in the era of the private contractor, wearing no uniform but fighting and dying ... and killing presumed insurgents."31
When State turned to PSCs, it passed an invisible line. Traditionally, the government hires private security guards, but these were just static guards to protect civilian or DoD facilities. Such static guarding does not involve high-risk functions and does not raise the possibility of harm to local nationals or of payoffs to the enemy. There are exceptions, of course-guarding of troop camps in areas of Taliban strength and activity may sometimes be on the front line-but the vast majority of static guard tasks are not high risk.
The loose limits on PSC activities also set the stage for another largescale use of PSCs, distinct from personal security details: convoy duty. 33 Halliburton is alleged to have made wholesale use of PSCs for convoy duty without the necessary consultation with the military. Its government contract allowed it to obtain reimbursement of costs, plus profit, for its work on the contract, and it allegedly buried the improper PSC bills in its complex subcontracting. This is a sign of yet another of the structural and inherent difficulties of keeping PSCs from posing high risks, namely remoteness or "tiering" -that the government hires prime contractors (first tier), and the prime contractors hire PSC subcontractors (second tier). Sub-(or sub-sub-) subcontractors are even more remote from governmental oversight, to prevent carrying out high-risk functions, than directlyhired PSCs would be.
The In response, V nited States troops went into the center of the insurgency, the start of a bloody "Battle of Fallujah." This battle of revenge over PSCS 39 exacerbated the division between Iraqi Sunnis and the V.S. military, materially escalating the intensity of hostility and determination on both sides to wage war. This showed one of the ways that the use of mobile PSCs for convoy duty in areas in which the enemy has a substantial, active presence, like Fallujah, presents high risks, including the risk of escalating violence. Moreover, the government did not fully understand the root cause of the incident until the much later lawsuit over KBR exposed the large-scale improper hiring of lower-tier convoy PSCs.
After a series of other problematic PSC incidents came the Nisour Square shooting in 2007.40 In a congested intersection in Baghdad, one vehicle in a Blackwater convoy of four vehicles became convinced, probably mistakenly, that it was threatened. It is alleged that each of the four vehicles opened fire with machine guns on the street filled with civilians, leaving seventeen Iraqis dead and more than twenty wounded. 41 In the immediate aftermath of Nisour Square, the government departments, particularly State, implemented damage control measures, channeling criticism of PSCs toward minor regulatory changes rather than strong limits on PSC use. By then, State had spent years using PSCs for its own convenience. 42 State employees working to coordinate with the Iraqis, or training of the Iraqi police, did not have to beg for troops to be spared for PSDs, because they were willing to serve at State's convenience-for pay.
Moreover, PSCs such as Blackwater hired ex-soldiers, often from elite special forces units, without having to beg from DoD on the other department's timetable. KBRlHalliburton, too, benefitted from the easy availability Id. 49 State and 000 set up bodies to coordinate PSCs in the field, to supervise their compliance with rules, and to review their self-reported serious incident reports. Moreover, the government stepped up matters like training, vetting, and firearms control.
State further expressed the position that "it would await the results of an ongoing FBI investigation into the [Nisour Square] shooting in 2007 before possibly reconsidering."51 So, State let Blackwater continue to have the privileges of a top private contractor being non-governmental (like paying high salaries and accruing high profits) while performing what were arguably governmental functions. The investigation and prosecution of the guards was drawn out over several years due to arcane procedural issuesY Back in Iraq, during those years when State had never seriously considered using the opportunity to quickly terminate Blackwater, negotiations between State and the Iraqi government over a Status of Forces Agreement ("SOFA") bogged down for the entire year of 2008. The SOFA was essential to an orderly drawdown of United States armed forces. The opportunity for a gradual and smooth transition to a good relationship on this issue with a fully independent Iraq was jeopardized by this delay.53 One of the main demands of the Iraqis, which continued unresolved to the very end of the negotiations, consisted of their desire for control over PSCs in order to terminate Blackwater and end the absolute immunity for PSCs from sanctions. 54 At the end of 2008, after the United States presidential election, State threw in the towel and concluded a SOFA with the Iraqis ceding control over PSCs. As was reported at the time,55 "[t]he State Department does not plan to renew a contract with Blackwater .... the Iraqi government ... seemed to have forced the State Department's hand."56
In the following years, the United States began drawing down its troops, and since the drawdown commenced, the Iraqi government-the Maliki regime-has been cracking down on the highly unpopular PSCsY State tried initially to plan a very large-scale role for PSCs in Iraq to fill some of the vacuum left by the troop drawdown. 58 Among other initiatives, State made an effort, very unpopular with the Iraqis, to keep a large contin511d. 52 See United States v. Slough, 641 F.3d 544 (D.C. Cir. 2011). In April 2011, the D.C. Circuit remanded the case back to the district court for consideration under a different standard. The district court had dismissed the charges. Id. These delays on the order of four or more years were not even on an issue 'of the substantive conduct by PSCs that had been charged, but a collateral issue of the way statements after the incident had been taken and used. 53 Diversion to the Taliban and to warlords is a distinctive part of a larger problem with reliance on Afghan PSCs. The New York Times reported at the end of 2011 that PSCs "have long been a source of tension in the country. Some Afghan companies operated as private militias for warlords and many, along with some American companies, have been plagued by accusations of corruption, illegal use of weapons and reckless use of force resulting in civilian deaths and injuries."7o
In spring 2011, a mission by the Commission on Wartime Contracting to Kabul and Kandahar shed light on the PSC situation. 71 Also, the press reported that a special Army task force had made similar findingsJ2 The American government had become alert to the PSC problem, as the American commitment doubled and as the scattered indications formed a clearer pattern. 73 Specifically the government recognized that the problem went beyond simply diverting American contracting funds to payoff the warlords. Warlords take regional governing power away from Kabul and in this way 64 articles.boston.coml20 II-OS-IS/newsI29901515_1_task-force-insurgents-afghanistan. 73 Two surges in 2009 and 2010-2011 had doubled the troop commitment from 50,000 to 100,000, with a corresponding increase of use of PSCs for supply convoys and the like. Additionally, the government's information came from different places and from different sources, so that it took time and effort to understand the problem as a whole, and to accept the unwelcome realization of how big the problem was.
weaken the central government, but at least warlords (usually) do not wage open war against Kabul.
Rather, the new insight is how payoffs-not episodically, but in a large-scale way-go to the Taliban for the roads and areas where the Taliban has the power.74 The United States is funding the enemy.75 It is thought that diversion of American contracting funding constitutes the second largest source of funding for the Taliban, second only to the Taliban take from the immensely lucrative opium poppy trade. 76
One example of how funding to the Taliban occurs is where an Afghan PSC77 for a convoy, pausing at a road barrier, will sit and talk with the head of a Taliban fighting unit who had set up the barrier. Afghan PSCs and the Taliban will negotiate the size of a payoff, with the naturalness of paying a high local "tax" to the "local government" for passage through some unavoidable, locally-controlled stretch of road.
78 In some instances the convoy PSCs might make a payoff in cash; or, they might turn over some readily salable cargo of a convoy, such as fuel trucks. Without payoffs, a convoy faces a substantial risk of becoming a battle casualty.
Here is a journalistic account of one such sequence:
After At first President Karzai issued decrees to ban PSCs, an extraordinary shock to his ally the United States. 8 ? As it turns out, this prepared the way for phasing out independent PSCS 88 and unveiling in stages a plan for the Karzai regime to establish an Afghan Personal Protection Force (APPF). 89 The APPF incorporates some substantial part of the pre-existing PSCs, and the American prime contractors (such as for development) will make contracts with the APPF.90
As the New York Times reported, development organizations "feared that the new [APPF] force would be poorly trained and end up as little more than a militia for the variety of power brokers who dominate Afghan politics-or the Taliban."91 An inspector general studied the expected costs of the APPF: "The auditor's analysis found that the cost of Afghan guards who provide security for U.S.-funded projects could increase by as much as 46 percent."92
In some respects, this just carries the initial mistake by the United States of putting PSCs in a high-risk situation to the next level. By having security provided by private companies, the United States allows corruption in its allied government, the building up of the power of rival warlords, and the funding of the enemy. Now, the APPF may keep the same individual PSCs, with higher levels of payment by prime contractors and hence higher levels of corruption, warlordism, and diversion to the Taliban.
II. LIMITING HIGH RISK USES OF PSCs BECAUSE THESE ARE
"I NHERENTL y GOVERNMENTAL"
The category of "inherently governmental" should limit the use of PSCs for high-risk functions. The years of use of PSCs in Iraq and Afghanistan have shown the great harm that comes from allowing use of PSCs for high-risk functions and only limiting combat functions. Local nationals are seriously alienated, government funds flow through PSCs to warlords and the enemy, and PSCs become especially remote from accountability when they are subcontractors or sub-subcontractors. However, to date, the debates over PSCs have not led to imposing overall solutions to these problems.
A. Improving on the Current Legal Regime for PSCs
To deal with the particular problems of PSCs performing "high-risk" functions in the war zone, the current approach must change, to define "inherently governmental" functions as more than just those involving combat. Generally speaking, three particular problems have occurred in the war zone. First, there are risks to local nationals from mobile PSC work protecting or convoying, as shown in Nisour Square. Such incidents destroy the faith of local nationals that only the governing sovereigns-their government and its allied governments-may drive about their roads wielding weapons. Second, in Afghanistan, there are risks of PSC payoffs to warlords and the enemy. Third, PSCs serve under prime contractors, as subcontractors or subsubcontractors, which render them remote from accountability.
There is little hope that strong administrative oversight will suffice to resolve these problems. Oversight may somewhat reduce some of these PSC risks. However, with the limited oversight that is feasible in the war zone, the risks remain high. For example, it is highly impractical to oversee PSCaccompanied convoys in Taliban territory and to restrain them from payoff for passage.
The military has a specific reason for overlooking the high-risk aspects of Afghan PSCs that implicate inherently governmental functions. Namely, the local military commanders want to keep all of their own forces for military operations, and to farm out what duties they can to private actors like PSCs. The point of a definite line regarding inherently governmental functions is to take away the tactical judgment from a local combat commander thinking primarily about local missions. The establishment of rules removes the temptation of using PSCs for a duty that should only be governmental.
The current regime has a main component, namely, the domestic rules defining "inherently governmental" in terms of combat, built upon disappointing policies promulgated from the Office of Federal Procurement Policy ("OFPP"),93 and a secondary component, international law, specifically the Montreux Document, shaped to suit the PSC industry.
To solve the problems of warzone PSCs, the rules should change from their present focus just on combat, to a broader focus on high risk situations.
Office of Federal Procurement Policy Rules
The Obama Administration started out with a White House initiative to strengthen the rules about PSCs as part of revisiting what in government contracting is inherently governmental. This was, by far, the closest the government has come in the last four years to addressing the inadequate regime. That initiative started hopefully, but did not accomplish enough in the PSC context.
In spring 2009, the White House released a bold presidential statement on several aspects of government contracting. The presidential statement warned that "the line between inherently governmental activities that should not be outsourced and commercial activities that may be subject to private sector competition has been blurred" and inadequately defined. 94 As a result, contractors may be performing inherently governmental functions. 95 The presidential statement commanded the federal government to ensure that those functions that are inherently governmental in nature are performed by 93 federal employees and are not outsourced. 96 Accordingly, the presidential statement proposed to "clarify when governmental outsourcing for services is and is not appropriate. "97 Of course, the 2009 presidential statement applies to the whole range of the inherently governmental issue, including many important domestic contexts. It does not purport to apply solely to wartime contracting. However, PSCs matter in the context of the President's statement. Use of PSCs received intense criticism after Nisour Square, both in the United States and in Iraq. Moreover, the 2008 election brought into office a president with a new willingness to recognize the controversial aspects of the Iraq War, including the role of PSCs like Blackwater. On the Iraqi side, during the same period at the start of 2009, the SOFA gave control over PSCs to the Iraqis, who proceeded to expel Blackwater.
This presidential statement (and the Iraqi action) seemed to usher in an entirely new phase of strengthening the limits on PSCs, possibly moving toward a new standard beyond merely keeping PSCs away from combat. 98 A year later, in 2010, the OFPP, the White House's arm on government contracting, put forth a draft rule on the subject of what is inherently governmental, expressly linked to the 2009 presidential statement, notably including its PSC aspect. 99 However, the proposed rule remained with the basic guide of relation to combat, not to high-risk activities. wo It did not announce much hope for reforms, but it did not close the door to the possibility of other developments.
In late 2011, OFPP announced its final version of the rule. WI By that time, years had passed with the government still using PSCs extensively in high-risk situations both in Iraq and Afghanistan. Furthermore, the 2010 election took away majority control from those members of Congress who had held hearings and issued staff reports for limiting PSCS. 102 Hence, the final version of the rule mostly shows that limits on PSCs would receive no strengthening, even as to areas of enemy forces. As OFPP noted, in its list of inherently governmental examples, "[m]any of those 961d. 971d.
[commenters] who believed the list was too narrow suggested the addition of functions involving private security contractors, especially when performed in hostile environments."!03 The rules still retain their combat focus, in regard to what they expressly declare. The OFPP policy letter 104 "[a]dded to the list of inherently governmental functions: (i) [a]ll combat and (ii) security operations in certain situations connected with combat or potential combat." 105 Moreover, the rules accomplish even less in the way of limits than they seem to at first glance. It is no wonder that two commentators-lawyers in this field-analyzing the late 2011 DoD rules on PSCs actually titled their comment, alarmingly, "Contingency Contracting: Contractors Continue March Toward Full Combat Roles."I06 OFPP's ambiguities open the way for departments, both State in Iraq and the Army in Afghanistan, to press forward with including inappropriate war functions for PSCs.
First, in Iraq, the policy expresses what seems, at first, a limit that might keep PSCs from joining ongoing fighting. This seemed, at a minimum, to rule out the type of activity termed quick reaction forces. In this activity, when any group, which would include mobile PSCs such as convoy security, run into an ambush or some other sudden enemy attack, they may summon "quick reaction forces" as fighters to help get them away.107 Quick reaction forces seek to do their job without engaging with the enemy, but they may well get involved in trading fire with enemy ambushers, with all the risks of such firing, such as injury to civilians. This is a vital function, but OFPP may rightly reserve it to governmental fighters, because there is much more than a minimal chance, but rather a serious possibility, of exchanges of fire.
However In this view, the quick reaction PSCs merely assist the defensive effort in the State Department's other non-military missions.ll2 State may have to highlight that the goal of protecting and extracting (from hostile fire) for quick reaction forces contrasted with an Army unit's military missions of engaging enemy forces for the goal of inflicting casualties or strategic losses on them. This may narrowly construe the limit on PSCs in "combat" by emphasizing the difference between military and diplomatic mission goals, rather than how the PSCs get involved where risks are high.
The issue is not whether the quick reaction function warrants performance by someone on the United States side. Rather, the issue is whether State may contend that the function could be private rather than being inherently governmental. ll3 The OFPP policy letter seems to answer "no," but since it does not flat-out condemn high risks, it leaves ways that State may reinvent it as a "yes."
A second, less immediately apparent aspect lets State free itself from serious constraint by the 2011 OFPP rules. The rules cite examples of what might come too close to combat, but these did not, at least with explicitness, constrain State's planned large PSC force in Iraq. The OFPP's cited examples tout that guards-around consulates, perhaps, as distinct from mobile con- . 110 The press has repeated the questions asked about such issues. What happens if "a supply convoy comes under fire" and "[w]ho determines whether contract guards engage the assailants and whether a quick-reaction force is sent to assist them?" Luiza Savage, The Trouble with Security, MACLEAN'S, Nov. 8, 2010, at 41 (quotations omitted).
III PSCs "will be focused, primarily, exclusively, on the protection of our diplomatic personnel. They are not going to be involved in any operations beyond that." White House Confident State Department Can Manage Enormous Private Security Contractor Force in Iraq, NEWSTEX WEB BLOGS (Oct. 22, 2011, 3:13 PM), http://news.firedoglake.comJ20111l0/211 white-house-confident-state-department-can-manage-enormous-private-security-contractorforce-in-iraq (quoting Ben Rhodes, White House deputy national security adviser for strategic communications).
112 The discussion of the kind of arguments that State may convey comes mostly from informal exchanges at briefings by State to the Commission on Wartime Contracting. One formal expression of State's approach came in a report by the Government Accountability Office ("GAO"). The Commission had a recommendation to "phase out the use of host-nation private security contractors in Afghanistan for the convoys on high-volume roads that the insurgency controls or contests." U.S. Gov'r ACCOUNTABILITY OFFICE, GAO-12-854R, CON-TINGENCY CONTRACTING: AGENCY AcnONS TO ADDRESS RECOMMENDATIONS BY THE COMMIS-SION ON WARTIME CONTRACTING IN IRAQ AND AFGHANISTAN 10 (2012). State's rejoinder: "State officials stated that this recommendation is not applicable because they interpreted it being directed towards DOD." Id. State similarly ducked a recommendation about assessing the risk of static-security sites. Id. at 11. As for a recommendation explicitly directed at "the ambassador" in a country about formally making "determinations of security-contracting appropriateness," State just bluntly said: "State officials stated the department does not plan to implement this recommendation." Id.
113 State plans to "increase our Quick Reaction Force capabilities." State Testimony, supra note 109, at 13. voys or mobile PSDs-may be PSCs. That seems an entirely appropriate example. Moreover, it connects up the situation in peacetime, in which the need for PSCs predominantly consist of such guarding-an era comforting for the absence of new interpretive issues such as "quick reaction forces."
Yet State may apply an approach to make use of the examples put forth in order to expand the role for PSCs. The examples range from those linked to combat, at one end of the spectrum, and static guarding of facilities, at the other end of the spectrum. OFPP does not touch on examples in the middle that were high risk but unrelated to combat, like supporting supply convoys going through areas of enemy strength and activity, in a country in which this may mean payoffs by PSCs to the enemy. Therefore, State may make arguments to stretch analogies between all the PSC activities it wants and merely guarding facilities. 114 For example, in Iraq, State may need to use counter-battery radar when insurgents fire rockets or mortars at a State embassy or consulate or other facility, to locate the source of the insurgent fire and possibly to direct striking back (either by its own or by Iraqi ArmytlS weapons).116 Explicit OFPP rules with more examples might consider saying that directing firing with weaponry beyond small arms l17 is inherently governmental. The task certainly needs doing, but the direction of firing back should come from the government itself, not PSCs.
However, State may push the envelope by contending that the counterbattery radar function has many resemblances to static guarding. Counterbattery radar was static, too, as well as defensive, protective, and, supportive of State's (diplomatic) missions rather than the Army's (military) missions.
No one should underestimate the willingness of State to look for loopholes in the OFPP rule in order to say that outlying high-risk functions for PSCs in Iraq are not inherently governmental. II8 OFPP states the illustration 114 State asserts it is closely coordinated with the OFPP rules. "State personnel were actively engaged with the Office of Federal Procurement Policy in preparing its new policy letter." State Testimony, supra note 109, at 6.
115 State seems to separate counter-battery radar, which it acquires just for warning of incoming fire, and counter-battery fire, which is to fire back, professing it does not intend to have its own counter-battery firing. One possibility is that State may acquire the counterbattery radar, and only go to counter-battery fire if the Iraqi Army does not provide such fire. However, the Iraqi Army does not appear ready to take on that task. ANTHONY CORDESMAN ET AL., THE REAL OUTCOME OF THE IRAQ WAR: U.S. AND IRANIAN STRATEGIC COMPETmON IN IRAQ 57 (2011) ("The IA [Iraqi Army] has very little in the way of artillery, and what it does possess is mostly light and outdated. The IA has virtually no counter-battery capabilities.").
116 "Other U.S. military infrastructure could also remain in Iraq. The State Department is negotiating with the Pentagon to have its security contractors assume control of a rocketdetection system that protects the U.S. Embassy in Baghdad, military officials said." Aaron C. Davis, U.S. Plans for Presence in Iraq After Pullout, WASH. POST, Jan. 14, 2011, at A8. 117 See generally State Testimony, supra note 109, at 16 (alluding to how State's PSC "Kabul and Baghdad guard forces also have specialized weapons and equipment").
118 State equates its "task orders for static and movement security" as though there were not enormous differences between static guarding and convoy security in areas of enemy strength and activity. State Testimony, supra note 109, at 6. of a barred function: "Security that entails augmenting or reinforcing others (whether private security contractors, civilians, or military units) that have become engaged in combat.""9
State may push for a focus on "combat." The department may see "combat" as only military missions for military purposes. A State convoy with material for State's consulates or training centers that goes through an area of potential enemy strength and activity and comes under enemy fire, or a quick reaction force that joins it, does not engage in "combat"-it does not have a military mission for a military purpose.
In any of these situations, moreover, a critic of State has no neutral arbiter to whom an appeal might exist to rein in State. OFPP does not perform that role. Therefore, State just needs a rationalization, however thin, to take high risks, when it responds to inquiries by, for example, Congress.
Montreux Document
Another key legal instrument about PSCs consists of an international agreement, the Montreux Document. '2o After Nisour Square, seventeen nations, including the United States, negotiated Montreux. This was not a rule cracking down on the PSC industry-it was written with the fullest industry participation. 121 The result is an agreement which urges nations to follow "best practices."122 It legitimatizes the higher-quality PSC firms, helping them get and keep business in the war zone and elsewhere. Montreux is important in the putative "framework" of international law for PSCs. Its best practices, like the palliative reforms of State and DoD after Nisour Square, help PSCs to get work at the outer limits of what current legal restrictions let them do. ' 23 However, Montreux does not take on the task, even to the limited extent done by the late 2011 OFPP policy letter, of sorting out or explaining how to draw a limit for PSCs in the war zone. It does not help find the line between the polar examples of PSCs taking part in military operations with combat units-something which no one considers proper for PSCs-and static guarding in relatively safe areas, which all consider proper for PSCs. Whatever attention Montreux may get in some realms, namely, the self-justi-fication by the high-quality end of the PSC industry, it has not become a cynosure of United States government limits on PSC functions. 124
The PSC industry took a large role in Montreux seemingly as a priority to legitimate all of its functions, and perhaps secondarily for the higherstatus components of the industry to bar the lower-status ones from winning lucrative work. After the fact, a pro-industry commentator showed how industry would like to use Montreux: to assert that anything PSCs might do in Iraq and Afghanistan could never pose a challenge to rules about inherently governmental functions. Industry cites this paragraph of Montreux:
Paragraph 9 states:
(a) 'PMSCs' are private business entities that provide military and! or security services, irrespective of how they describe themselves.
Military and security services include, in particular, armed guarding and protection of persons and objects, such as convoys, buildings and other places; maintenance and operation of weapons systems; prisoner detention; and advice to or training of local forces and security personnel.
This paragraph seems to be just a standardized international definition to show what is being discussed under the rubric of the term PMSCs (or PSCs). It does not seem drafted to separate what is or is not inherently governmental. 125 However, the PSC industry could try to stretch much further this use of the simple definition of "PMSC" as not subject to override by self-labeling. Their argument loosely says that the line for that definition is the line for inherently governmental. More specifically, they note that the Montreux category (at another provision in the Montreux document), of "attribution" as inherently governmental, is a categorization that focuses on "formal authority."126 In this view, as long as PSCs do not have formal authority, and as long as they engage in what the definition says of "armed guarding and protection of persons and objects, such as convoys,"127 they would not perform inherently governmental functions. 124 In all of the meetings or briefings of the Commission on Wartime Contracting with DoD and State officials, high and low, attended by the author, Montreux hardly got mentioned, apart from extremely narrow considerations of policy in Washington regarding the implementation of Montreux in regards to third-party certification of PSCs. 125 Rather, it seems drafted primarily just so that the self-labeling of groups does not define them. For example, guns for hire that serve as front-line combat units for third-world leaders could not come under the definition of proper PMSCs even if they self-labeled themselves "Blackwater Protective, Defensive and Advisory Services."
126 This is similar to the difference in the context of domestic prisons between a parole board which has authority to let a prisoner out and a prison guard who does not have anything like that kind of authority. The parole board with that authority may perform an inherently governmental function while the prison guard without that authority does not. 127 Montreux Document, supra note 120, at 6.
PSC spokespersons may try to use in the same way a comment in the OFPP policy of September 12, 2011. OFPP said: government performance may be the only way that Federal officials can retain control of their inherently governmental responsibilities. For example, providing security in a volatile, high-risk environment may be inherently governmental if the responsible Federal official cannot anticipate the circumstances and challenges that may arise, and cannot specify the range of acceptable conduct. 128 Using this limited example of what may be considered inherently governmental PSC firms would propose to draw a very broad swath as to what is not inherently governmental. Seemingly, the PSC industry may contend there is nothing wrong with using PSCs even "in a volatile high-risk environment" -they just need government planning in advance, and rules of engagement. 129 The PSC industry does not need to use this in a loudly proclaimed effort to legitimate that PSCs can perform high-risk functions. They merely need to lay the groundwork for some day when the annual defense authorization law touches on PSCs for some other, non-crucial reason, and ease in a confirmation of the industry view of OFPP and Montreux. The industry may very well get support on this from DoD and State. After that, the law and policy of the United States will not only have failed to expressly establish the right lessons of the past decade of war in Iraq and Afghanistan, but also the United States will have confirmed a very wrong lesson from the overreliance on PSCs during these long wars.
However, the relevant aspect, for OFPP policy and Montreux for "attribution" as inherently governmental, in the PSC context has to do with the context of the government's "monopoly of violence," not the government's monopoly of authority over liberty as in prison parole. There is a very separate issue, as a concern of the inherently governmental boundary, about the "authority" of private prison managers over the liberty of inmates, 130 uruelated to the concerns about PSCs on the battlefield. Authority over the liberty of inmates might be the key factor for whether parole decisions are inherently governmental, but it is not a helpful factor in analyzing PSCs.
Rather, for PSCs, the issue of what is inherently governmental deals with the making of exceptions, and especially in a war zone, in the issue of sending sometimes PSCs with powerful arms into high-risk situations and/or into dealings with the enemy. These high-risk situations may make local civilians fearful of the potential use of that powerful armament. Or, the situations may routinely put PSCs where the enemy may hinder (perhaps even destroy) their convoys, and where they have their substantial American funds for payoffs to the enemy.
If the Army hired PSC groups to go along on Army missions as a reserve in case of big trouble, those PSCs would not need to have the authority over liberty the way a parole board does. Rather, PSC reserve units would be there to take part in combat. So even with advanced planning and rules of engagement, PSCs cannot go with Army missions as their reserve. Hence, by any definition, such reserve units would perform an inherently governmental function, regardless of their not having authority over liberty. When PSCs take part in this type of violence, they demonstrate the reason war, and its high-risk situations, is the business of government, and not a place where a business (the PSC business) can wholly replace government. 131
B. Defining, in Tenns of "High Risk," Not "Combat," the Scope of "Inherently Governmental"
The United States must draw a line regarding "inherently governmental" based on high risk rather than combat. The government must draw the line by keeping front and center that palliative reforms, although welcome, cannot obviate the need for limits on which functions are inherently governmental.
Leaving whether to draw a line to State's preferences in Iraq led to planning for virtually a mobile PSC army in Iraq's capital.132 In future interventions, the United States might find its armed, omnipresent PSC use alienates the local nationals, who see it as stripping them of sovereign selfgovernment. 133 Leaving this to the Army's outsourcing in places of tribal loyalty, like Afghanistan or Somalia, may lead to the continuation of a flow of American funds to the enemy.134
131 Nor should PSCs perfonn the protective or defensive functions of quick reaction forces and counter-battery radar. This, too, is government's business, not the role of business in the place of government. If industry would dispute this, imagine if Army units in the Afghanistan war brought along PSC groups to be passive until needed to protect their flanks. Posit that the PSCs did not perform the central military mission of pushing forward toward and against the enemy but merely performed the passive, "protective and defensive" function of readiness to return fire if the enemy attacks the Army unit's flanks. 132 Line-drawing based on different aspects of high risk-in addition just to combat alone-should speak to the diverse functions of PSCs that may present a high risk. The first aspect consists of the potential for seriously alienating local nationals by casualties, fear-inspiring high-visibility presence unleashed from stationary facilities guarding, or otherwise. Only in the contemporary wars in Iraq and Afghanistan has the new extensive use of PSCs for mobile functions in areas of enemy strength and activity brought the lesson home of the high risk from the widespread and intense fear and distrust of the local nationals and their government about PSCs.
Apart from the impact of the civilian casualties themselves, other matters multiply this. The United States has never used PSCs on this scale before. In these countries, the gratitude among the population for the United States throwing out their old regimes-the Ba'ath Party and the Talibanwill not last throughout the population in the long term. Local tribal groups may see PSCs as a private armed force intruding on their territory. PSCs serve as a lightning rod for other local discontent and a convenient whipping boy for antagonistic leaders.135 Today's phone cameras, Internet, and social media propagate vivid images of civilian casualties at an unheard of speed. Well before the population wants the American military presence to depart, it will want the PSC presence gone.
The war against an insurgency consists in part of a contest for the hearts and mind of the population. The vigor of the Iraqi government efforts to reduce the PSC presence during the negotiation of the SOFA and its subsequent expulsion of Blackwater and pressuring of the remaining PSCs bespeaks the population's reactions. Insurgencies in the two wars present a greater problem for the use of PSCs. The mixing of the insurgents and the popUlation means that incidents and casualties from PSCs may occur anywhere, including, dramatically, at the heart of the capital. The population feels itself without protection from PSCs anywhere, by either their own government or the United States government. They feel at the mercy of intimidating for-profit private firms without military discipline and sovereign accountability.
Second, agencies should not weigh high-risk use of PSCs as a balance of pros and cons.136 There are absolute limits, not just balancing tests. For example, even if the Army showed that its efforts required more armed warriors than its own units had, it could not hire PSCs to provide flank protection or reserves for its units moving forward against the enemy. There is a taboo. Inherently governmental lines require line-drawing, not balancing by agencies. The public in an insurgent country must view its own government as a partner with the United States, not just a helpless entity which gives .35 Davis, supra note 132, at A22 (antagonism by prominent Iraqi figure, Moqtada alSadr, to State Department planning for presence supported by private security). 136 The author respects both the sacrifices of PSCs and their properly proud stance that their PSDs have never lost a client. Their accomplishments are impressive. [Vol. 50 over control of territory to what local nationals may see as roving armed foreigners or local fighters without fixed loyalties. Furthermore, the Taliban must know that the kind of armed personnel who move convoys in areas of enemy strength and activity are not open, like some Afghan PSCs, to bargaining for mutual profit. 137 Therefore, the United States must apply the criterion of inherently governmental as a matter of its own sovereignty.
Additionally, State and DoD have shown that they will strike any balance left to their discretion in favor of hiring PSCs, even for high-risk functions. This is not from ignoble motives. There is no reason to think the State and DoD officials have any disloyalty to their job in their agency in hiring PSCs. The State and DoD officials in the field are dedicated and professional, giving years of their lives to a grueling and dangerous struggle. Rather, DoD wants to save its troops for military missions and State wants to save its personnel for diplomatic missions. Naturally, to them, the agency mission comes first, if any balancing occurs. Both State and DoD can more easily obtain from Congress the money needed for PSCs than the authority to hire additional personnel to insource that security work or to create reserve personnel units for the years to come. The agency and Congress both see adding personnel, as contrasted with merely buying PSC help, as an unwelcome expansion of the government. Because of this, the high risks with hiring PSCs seem acceptable to the agencies.
Particularly with respect to local national PSCs in convoys without American personnel, as is standard in Afghanistan, the United States has little visibility and little oversight as to what the PSCs do when their convoys travel through areas without a large United States presence. The United States cannot police the dealings of Afghan PSCs with other armed Afghans.
138 Yet, to have PSCs without local national Afghans would amount to a cure worse than the disease. Afghans know they are good fighters l39 and civilian Afghans trust, relatively, other Afghans (at least those with similar backgrounds, i.e., compatible Pashtuns or Tajiks) more than they would trust third country national PSCs. Even as it is, Afghans resent how little of American contracting dollars trickle down to them. Bringing non-Afghans into the country to take away PSC jobs from Afghans would alienate them further.
PSC spokesmen might argue that the government does have oversight mechanisms, including the "Serious Incident Reports" or SIRs. 140 139 The wry comment about Afghan hires for their own army or for PSCs is, give them a first-class new rifle, they can't hit the target, but let them bring along the old one, with the offcenter scope, that they have used all their life-and then, they will. 140 See HUMAN RIGHTS FIRST, PRIvATE SECURITY CONTRACTOR AT WAR: ENDING THE CULTURE OF IMpUNITY 9-10 (2008).
self-reporting about incidents-reports that the PSCs should fill out when they get in a firefight or even discharge a weapon and engage in shooting.141 The government touts SIRs as showing it had taken control of the PSC problem after Nisour Square. 142 However, virtually none of the various studies of SIRs find PSCs ever saying they caused a civilian casualty, regardless of how violent various particular fracases might be. 143 Rather, the SIRs tell a one-sided tale of PSCs (properly) resisting dangerous enemy attacks without ever having any such civilian injuries,l44 not even anonymous civilians that the PSCs might unavoidably injure during entirely proper efforts to get who, or what, they were protecting out of an ambush. This type of incident report may well have accuracy for some types of PSCs, but taken as a profession of universal PSC perfection, the SIRs just reflect how little incentive PSCs have to report civilian casualties. Of course, PSCs will turn in more credible SIRs when Americans from the Army or the Diplomatic Security Bureau 145 accompany the PSCs, as became the case for State PSDs after Nisour Square. But that arrangement does not appear feasible to do with convoys because the enemy might turn out in strength, and overwhelm the PSCs mainly to kill the Americans.
More broadly, apart from the nitty-gritty of these particular examples, they should suggest what may feed into a high-risk function being inherently governmental rather than suitable for PSCs. It matters whether to expect local civilians (say, Afghans) not only to escape from becoming potential casualties, but also to have good channels to complain when they or their families do become casualties.
In an incident involving PSCs accompanying convoys, an injured family probably does not know from which base or camp or similar facility the PSCs came. PSCs just may roar through town and exchange fire. The presence in that town of the PSCs may have occurred so momentarily and unexpectedly that the family of the casualties can give very little description of the PSCs. When the family of the casualty tries to obtain official redress, they have the classic lack of clues as in a domestic hit-and-run driver acci-dent. Furthermore, PSCs as sub-or sub-subcontractors are remote from government accountability. 146
Moreover, the cloak of uncertainty increases when the convoy went through an area of enemy strength because of tension inhibiting trust and communication. Tension may exist between the civilians and the typically corrupt police, or between the civilians and the nearest United States forces. The occurrence of a firefight with injuries or deaths only increases the tension. The Fallujah incident of 2004 shows the extremes of anger on both sides. 147 There is a general problem of privatizing functions where the individuals on the "receiving" end, like prisoners, schoolchildren, inmates at mental institutions, and so on do not have the usual channels of complaint that exist in the general population. How much worse that problem becomes in a place where the United States wages war on an armed insurgency.
These concrete examples open up another line of inquiry: the contrast between static guards of installations in safe areas, on the one hand, and mobile PSD or convoy PSCs operating in areas of enemy strength on the other. Proponents of PSCs may tout, as their model, static guards in safe areas. Such PSC proponents maintain that as long as some other function shares characteristics of such static guards-say, that a personal security detail in Baghdad is far away from combat, and such a PSC has a protective and defensive function-the PSCs are not inherently governmental. However, mobile PSDs or convoy PSCs may have a serious dose, regardless of their defensive or protective functions, of the high-risk aspects just discussed. This lays bare the fallacy of State's generalizing the static guard functions to justify what it planned for its mini-army in post-drawdown Iraq.148 Some of State's PSCs simply have too much risk not to be inherently governmental.
III. CONCLUSION The wars in Iraq and Afghanistan were the first long wars for the United States since the Vietnam War over forty years ago. Necessarily, with all the changes in four decades, the United States took many experimental leaps in how to conduct war with an insurgency. Strikingly, the United States used PSCs on a massive scale never seen before. more robust criterion keeping PSCs out of other high-risk activity. These distinctions matter greatly for post-drawdown Iraq, and, also, for Afghanistan during its own drawdown and afterwards.
Unfortunately, if inevitably, these distinctions matter for another reason: the wars to come. The lessons of Iraq and Afghanistan will be with us as long as the lessons of Vietnam, notwithstanding the intense debate over just what those lessons are. The United States Army may someday become irresistibly drawn into Yemen, Somalia,149 Pakistan,150 Syria, Mexico, or another place where perils lurk for the United States' security. Then and there, the United States may use PSCs. Yet, high risks will occur in future wars, too. A story about the supply convoys in Pakistan headed for Afghanistan epitomizes this prospect: "Tribal-area militants will profit, too. They demand protection money from the companies that haul the freight." 151 It seems the problems of PSCs paying the enemy will happen outside Afghanistan, conceivably again and again.
The United States will lose out if the PSC industry, and the bureaucratic interests of State and DoD, effectively codify the wrong lessons about the last decade of those long wars. Hopefully, Congress will draw the right lesson. In long future wars, the United States can entrust PSCs with certain limited tasks, but, after that, must do its own war work. 
